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DISCLAIMER

* The author of this presentation is an employee of
the California Department of Transportation.

« The contents of this presentation reflect the view
of the author who is responsible for the facts and
the accuracy of the data herein.

* The contents presented here do not necessarily
reflect the official views or policies of the State of
California and / or the California Department of
Transportation.



B ‘Information is a source of learning. But
@ Unless it is erganized, processed, and
# avallable te the night peeple in a format for

| decision making, Itis a burden; not a
penetit.”

-Willlam G. Pollard
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- Information Goals

I- Provide as much datato the puBklic as
il [possible
— CC IV Images

— RWIS atmespheric/roadway: data

— HAR MEessages
— CIVIS MESSagEesS

B © Accurate, Timely, and Reliable
— Ensures that users trust the mfermation

- Clearly formatted and well decumented Y




Background

B - All TCP/IP based element network
B - Large Dial-on-demand network
Bl —POTS (32 Sites)
— |[SDN (26 SItes)

M Microwave Radie network

— 3 Backbone links
— 10 Roadside links




Network Segregatlon

Admmlstratlve Network
- Email

B - \\/eb browsing

B+ Doecument retreval
— Word Doecuments
— Images

Field Element Network (FEN)

Contrelling field devices
— CCTV.(PT2)
— Changeable Message
Signs (CMS)
» Retrieving data from field
devices
— CCITV (Video)

— Roadway Weather
Infermation Systems
(RWIS) data

4




- Pull/Push Theory

e Pull
B — Process device initiates the communication to

the remote site in order to pull™or grab:
desired infermation

{* Push

— Precess device nitiates the communication te
external 'senver to push or deposit:
Infermation

4




Existing Flow of CCTV Data

Field
Element
Network

Field
Encoder

Caltrans |
Network

\_

Information
Services
Cron Server

J

Rullsifrom field

Pushes to servers

v

(

Web Server

www1

v

Web Server
WWWwW?2

N




Field Element
Network

Rullsifrom field
ScanWeb

Server

|

Caltrans IT [Information ]PU”S from| Scan\Web

Services

Network Cron Server

Pushes to servers

Web Server Web Server
www1l WWW2
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Existing Flow of CMS Data

Field
Element
Network

CMS

Information

Relay

\Pulls from SOCES

JPUShES to i

_

Caltrans I
Network

Services

Information
Cron Server

]Pushes L0 SEnvers

\ 2

|

Web Server
www1

2

Web Server
Www?2

'




Deficiencies

Bl - Dial on demand limitations
— Only'sermany modems available fordialing to
rfemote sites

B °© Unknewn number ofiexternal users on FEN
B — Possible everleading
— Vulnerabilities
o Jestability

— 100 many: cliticall proCESSES are net Withinrour
control te troubleshoeot and repair

— Cannot test and troubleshoot at every  hand-off
(o verify, woerking condition




" ~ Deficiencies (cont)

Bl - Reliability
— looimany hand-offS* between devices
— 100! many: system administraters Working on

SEIVErs outside ofi our contrel witheut proper
knowledge ofi all processes

— System administratorsican accidently kil critical
PrECESSES (Witheut realizing' It) While werking on
SEIVErS

* Oversight

— Good system administrators should know
ramifications o Working en server, DUt this Isrnot
SO In current environment




~ Need for Change

- Simplify the process
@ — Cutoutunneeded devices and ProCESSES In
grabbing Infermation
— Limit the amount of “hands in the peol”

— Limit field element netwoerk traffic ergimating
from administrative  netwerk




The sImpler a process can
pe, the less there IS to

preak or ge Wreng.
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Solution

Use reliable single precess device

— Use device to pull data from the field/lecal
devices

— Use device to push infermation te'external
SOUICES

* USe engineering appreach terdevelop
Precess and modules




Hardware
Moxa DA-661 Embedded Linux Server

16



Hardware

Mexa DA-661: Specifications

- Computer
o |ntel XScale 533 MHHZ processor,
» 128 MB DRAM enboard
* 32 VB ' Flash enboara
* PCNVICIA cardbus




Hardware

Vioxa DA-661 Specifications (Cont)

- /O

« 2 LAN 10/100Mbps (RJI-45)

* 16 RS-232/422/485 8-pin (RJ-45) (seftware config)
- Operating System

 [inux 2.6.10

o File system: JEES2

o |nternet proetecols

— TCP; UDP, IPv4, SNMPVA, ICMP; ARP; HT TR, CHAP,
PAP, SSH 1.0/2.0, SSL, DHCR, NTP, NFS, Telnet, FTP,
TFTP, PPP, PPPOE




Hardware

VMexa DA-661: Specifications (Cont)
- Operating System (cont)

o Apache

o Jerminal Server (SSH)

o |ncludes Perl 5.6.2
— Waorking with' Mexa fer newer Version




Moxa Pros

— Relatively cheap embedded device

— Easy toset up
» Jechnician level employee can install

— Evenything can be stored on remoyvable flash cara

— [Faillure can be fixed/restored by technician level
employee

— [Fallure efidevice only affects a single data set of
Infermation

— [Wo LAN ports allews device te e on twe separate
NEWOrKS

— Rack mountable
— Envirenmentally Hardenea

— Perl 5.6.2 IS native
» Working with Moexa for newer Version




Moxa Cons

- Clock Drift
- Up te 45 seconds per hour

- Possible Kernel'bug
- Waorking wit Mexa te address proeblem
- XScale Processor
- Executables binaries require Gress compilation




- Pull/Push Theory

e Pull
B — Process device initiates the communication to

the remote site in order to pull™or grab:
desired infermation

{* Push

— Precess device nitiates the communication te
external 'senver to push or deposit:
Infermation

4




Engineering Approach

B - Develop reliable pregram
@ - Is able to catch and leg all pessible errers
— |S able e recover from and log fatal errers

— Moedular design
o Effective for troubleshooting
« \Well'defined inputs and outputs
» Checks Il Inputs are existing and are Within reason

» Checks Il outputs are within reasen before
returning, Or returns erroer status

_4




Architecture

r

GPS NTP
Server

Scheduler

/N
CCTV
Image
Relay

A
I
I
I
I
I
{

RWIS
Information
Relay

Server

y

CMS
SOCCS

HAR
Information
Relay

CMS
Information
Relay

.

o Web server.
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Architecture

* Pres
@ — Scheduling for: dial en demand network

— User definable schedule
s \\inter,
o Summer
o Storm Events

— Jestability/Iselation of ProCESSES
— Reliability
— Oversight




Architecture

e Cons
¥ — Perl programming knoewledge necessary. to
troubleshoot




Scheduler

e

GPS NTP

Scheduler

/o \
Ws

Server

!

CCTV
Image
Relay

V.

RWIS
Information
Relay

J/

CMS
SOCCS

v

U

HAR
Information
Relay

4

(U

CMS
Information
Relay

4

\\//

Jo web server

4




Scheduler

o - ITS ode

— Roadside LAN serves as Access point' to field element
netwerk

— Aggregation poeint for multiple field elements (CCIV,
RWIS, CMS, ect)

\Webh USer Interface for adding new: or moediiying
existing IS Nodes

Defines schedule foreachi IS Node hased on
algenthm te accountior communication type and
AUMMBEr: Of eXIStiING GUt goeing lines.

Pushes Timing file to'scheduled devices

— RWIS Infermation Relay

— CCIV Image Relay.

RuUns N TP sever for scheduled device

— Keeps clocks hetween multiple devices synchronized /




Scheduler

Timing file' example
Site Name |P Address Com  Minute
Anderson Grade; 10.xxX.XX. ; ISDN; 0,37
Antlers Smt; 10.xx.xx. 2 BOIS 2 5, A7
Black Butte; 10.xxX.Xx. » ISDN; 10,47
Bogard; 10, xXX.xXX. ; POTS; 15,57

Buckhorn; 10, xxX.xX. 2 ISDN2 20,57

Doyle; 10, xXX.xXX. ; POTs; 25,3

Dunsmuizr; 10, xxX.xX. » ISDN; 30,8

Fredonyer Smt; 10.xX.xXx. ; POQTs; 35,13
Fredonyer East; 10.xXx.xx. ; POTS; 40,18

Hatchet Mtn; 10, xx.xXx. 2 POTS; 45,23

Hilt; 10.xx.xx. ; POTS; 50,28
Hornbrook; 10.xx.xx. ; POTS; 55,33
Janesville; 10.xx.xx. ; POTS; 2,38

North Weed; 10.xx.xx. ; POTs; 7,43 ‘//




CCTV Image Relay

e

GPS NTP

Server

!

Information

~N

Relay

CMS
SOCCS

v

U

HAR
Information
Relay

J

Jo web server

(U

CMS
Information
Relay

J
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Expected Flow of CCTV Data

Field
Element
Network

Field
Encoder

l

CCTV
Information
Relay

PUllSHromiield

PUShES 10 SENVErS
4

Caltrans I T
Network

(

N

N

Web Server
www1

Web Server
WWW?2




~ CCTV Image Relay

CCIV Manager

Secondsis 0

r ; ~N

AT
Read in Builds

process

config File
L J ) and

comType
. Hashes Py

N
Read in
‘timing’ File
\_ ,




B Process Hash
B - Sitc Name, IP Address

* Only for Sites te grab Image this minute

Black Butte => 10.XX.XX.
Doyle => 10 . XX. XX,
Dunsmuir => 10 . XX, XX,
Hi'lgt => 10 . XxX. XX,

I'5-SR44 => 10 .xXX.XX.




CCTV Image Relay

S comType Hash
B - Site Name, Communication type
> POTS, ISDN; MW

o Used to set timeout vValue for connecting

Blacecks Butte => ISDN
Doyle => POTS
Dunsmuir => T SDN
Hilt => T SDN

I'5-SR44 => MW




CCIV Manager

Secondsis 0

r

\_

Read Iin

config File

~

_/

\_

Read in
‘timing’ File

~

-

_/

\_

Builds
process
and
comType
Hashes

\

_/




CCIVSite Moedule (CCTV: Child) Connector Moedule

N .
Set up e ] [ Starts ping ]

connectlor_l (0] module stream to host
. remote site )

y A

] ) ] ]
Grabs image Tries until

from remote success or
site Ktimeout IS metJ

y

Returns | ~
image and Returns status

status




CCTV Image Relay

CCTV - Manager

> Seconds is O

\ 4

Read Iin

config File
J/

~

Read in
‘timing’ File
J/

" Builds
process
and
comType
Hashes

\_

\

_/

Y

( Updates

system clock

from NTP

server




e

J GPS NTP
Server

&

A

i | cwms
[SChed“'erJ “ Server |!| soccs

|
1\ J

l ~ ‘/\ Jr
HAR CMS

Information Information Information
Relay . Relay J | Relay )

y\\//

Jo web server /




Buckhorn CCTV/RWIS

YT
L 43"?‘...-‘4




Expected Flow of RWIS Data

Field
Element
Network RWIS Pulls from field

Information

Relay PUShES to
WEDISENVErS /

Caltrans I Web Server Web Server
Network www1 WWW2




RWIS Information Relay

RWIS Manager

Seconds is 0

g N 7 milde )
Read in Builds

Process

! config file ) and

comType

Read In \_ hash Y,

~

timing’ file
\_ J




'RWIS Information Relay

w 9H
011

B © Process Hash

— Site Name, IP Address

* Only for sites toe be interregated this minute
» exportiime, 1 1S used to export this minute
Black Butte => 10.xX.XxXX.

Doyle => 10 . XX, XX.

Dunsmuimn => 10, XX, XX.

Hilt => 10, XX, XX.

Hatechet Mtn => 10.XX.XX.XX

exportTime => 1 < Exporting this minute

_4




~ RWIS Information Relay

- comlype Hash
¥ - Site Name, Communication type

« POTS, ISDN, MW

o Used to set timeout value for connecting
Black Butte => ISDN

Doyle => POTS

Dunsmulr => T SDN

Hilt => T SDN

Hatechett Mtn => POTS




RWIS Information Relay

RWIS Manager

Seconds is 0

e : N
Read In

" Builds )
Process

! config file ) and

comType

Read In \_ hash Y,

~

timing’ file
\_ J




RWIS Information Relay

Export Child

a . ) - h
Read in Converts

| and writes
raw data | SSI equivalent

file |
9 ) 9 files

_/

o ) é : b
Parses file Writes

Into ) Le
__rwisHash | file

" Pushes | Writes
files to 1 XML
servers | file

|
Exit child

\_




RWIS Information Relay

RWIS Manager

Secondsis 0

a ( h
Read in

" Builds
process

| config file . cle

comType

Read in > = -

~

g _J




~ RWIS Information Relay

RWIS Site Child

fprocess and | f rwisSite
comType |, | module
values sent

L to rwisSite y




rwisSite Module

Set up

connection to
| remote site

y

f ] N
Polls site for

all values in
OIDDict

Connector
module

]

getinfo
module

]

Connector Module
Starts ping
stream to host

A

Tries until

success or
timeout is met

\_ )

A

Returns status




nwisSite Module getinfe Module

Set up
connection to
| remote site

Sets up
SNMP
session

module

Connector ]

y

" Polls site for |
Polls site for getinfo ]

all values in

! module
OIDDict

remote site

[ Sends OID to ]

y

[ Returns data
hash !
Returns value

"\

.




RWIS Information Relay

RWIS Site Child

(process and | f rwisSite
comType || | module
values sent
to rwisSite
\_ _J

4 % ~N

QT Scans for
Checks | existing sites,

raw file is replaces/adds

L Iocfed ) | information |

Read_ In raw Resorts and
file writes raw file

Creates copy Exit Child
of raw file

\_ w




RWIS Information Relay

RWISHVianager:

_ ' ~N @ . D
e Builds

d i process
k config file J and

comType

_
Read in ~ — -

‘timing’ file
g _J

(

Updates
system clock
from NTP

L server _J




e

J GPS NTP
Server

&

A

i | cwms
[SChed”'erJ S, server || soccs

|
1\ J

/, \4 \\\ l N v

| ERWIS N [ HAR | CMS T
Image Information Information Information

Relay REIAYS | Relay | Relay

\\//

Jo web server /




rams Lake HAR
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Expected Flow of HAR Data

Field
Element
Netwoerk

Server

l

HAR
Informati
Relay

RUIISHTOMIHAR

SEerver
on
RUShES to

WED I SENVErS

_4

Caltrans I
Network

Web Server

www1

Web Server
WWW?2




HAR process

FTP file from
HAR server

y

Parses file
Into array

Generates
and writes
CSV File

Y

Pushes files
to web
servers

(

Generates
and writes
XML File

\_

\_

Updates
system clock
from NTP
server

_/




e

J GPS NTP
Server

&

A

[ Scheduler} k

/o

Server

!

|

Relay Relay

4

" RwIs | [
Image Information

U

HAR
Information
Relay

I
I \o

4

CMS
SOCCS

4

)
CMS
Information
Relay

\\//

Jo web server
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Expected Flow of CMS Data

Field
Element
Network

CMS

Information

Relay

RPUllsTirom SECES

PUShES 10
WeR Servers /

Caltrans I
Network

Web Server
www1l

Web Server
WWW2




HTTP get

from SOCCS

server

y

Parses file
Into array

Generates
and writes
CSV File

Y

'CMS Information Relay

CMS process

Pushes files
to web
servers

7

\_

Generates
and writes
XML File

\_

Updates
system clock
from NTP

server

_/




Questions?



